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2 - Citizen user is authenticatda - With Okta and Netskope4a - Users are presented
with the Okta App Catalog

with authorized apps.
Citizen opens Salesforce,
Admin user opens Box.

integration, user is routed

enterprise user requires 140-2hrough an inline Cloud

Access Security Broker
(CASB) - which provides

security policies for session.

Enter Okta verification code

3b - Admin user’s managed
device leverages CASB
DLP and threat protection
capabilities through an
API connection

(3 *Note: This use case presents tools that specifically address zero trust elements.

5a - Citizen unknowingly
attempts to upload a file
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and is prevented
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Zero Trust framework supporting citizen and enterprise users securely accessing cloud and internal resources
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This configuration of tools would supplement and at times leverage existing tools
such as Next Generation Firewalls, End Point Protection, and Security

Information and Incident Management (SIEM) tools, to name a few.
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in Forescout dashboard
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6 - Admin user SSH's into an 7 - After user performs a higl8 - Due to the PTA policy violati®n, Threat events meet the criteria
risk action (or a series of risky Forescout is instructed to
actions) - a risk threshold is move user’s device to an

to kick off an automated
response playbook, and
initiate secure naotifications

to key stakeholders. Threat
event also informs ML engine.
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ML and Al - Self Learning
Autonomous Threat Response

User Given Privileged Access Access Revoked due to RisRevice Quarantine/Micro-segmentatibtomated Response Orchest




